Privacy Notice Last updated: September 2026

This privacy notice applies to all Customer Services provided by Tamworth Borough Council, including service requests, enquiries, payments, online services, Tell Us Once scheme, Tourist Information Centre and Repairs Call Centre. 

Data Controller 
Tamworth Borough Council 
Marmion House 
Lichfield Street 
Tamworth 
Staffordshire 
B79 7BZ 

Data Protection Officer 
Nicola Hesketh 
Tamworth Borough Council 
Marmion House 
Lichfield Street 
Tamworth 
Staffordshire 
B79 7BZ 
Email: data-protection@tamworth.gov.uk  

Retention: 
Records are kept in accordance with the Council's disposal schedule, and we will not keep your information for longer than necessary. Our Retention Schedule can be found at: Tamworth Council Retention Schedule

Rights: You have certain rights under UK Data Protection law including: 
· The right to be informed.
· The right of access to your personal data.
· The right of rectification (to have any inaccuracies corrected).
· The right of erasure (to have your records deleted).
· The right to restrict processing.
· The right to data portability.
· The right to object.
· Rights in relation to automated decision making and profiling.

All rights may not be available to you in all circumstances. Further information about your rights is available on our website at: Privacy Notice | Tamworth Borough Council or the ICO Website at: Individual rights - guidance and resources | ICO




What information do we collect? 
When you contact Customer services, Tourist Information Centre or Repairs Call Centre by phone, face to face, social media or through on-line servicers we may collect the following personal data.

· Name, gender, contact details (address, telephone number, email).
· User data (e.g. name, contact details)
· Date of Birth.
· Payment information.
· National Insurance Number.
· Income information
· IP Address (if using our website). 
· Audio recordings and transcripts of your interactions. Transcripts of interactions (e.g. email, chat, voice).
· Call data, system audit logs, and call logs. 

We may process special category personal data, such as health information only where it is strictly necessary, lawful and supported by an appropriate additional condition.

Why do we collect your data? 
We collect your information to ensure we meet our legal requirements and/or as part of the administration of services we provide to you or services we provide to you on behalf of other organisations. 

We will use your information to process your financial transactions with Tamworth Borough Council or where the council is acting on behalf of other organisations or government bodies, such as the Department for Works and Pensions. 

We will use it to contact you regarding your enquiries, requests, compliments or complaints, contact you regarding services you access and to keep a record of your relationship with us.

We collect your information to:
· Fulfil our legal obligations
· Administer and deliver services to you 
· Process financial transactions
· Respond to your enquiries, requests, compliments or complaints
· Maintain records of your relationship with us
· Contact you about feedback, service updates, emergencies or statutory changes
· Conduct customer research and inform you about relevant events or offers (with your consent)
· Prevent or detect crime, safeguarding, and share information with relevant authorities, where required.
· Support training and development of staff

The Council’s website does not automatically capture or store personal information, other than logging the user’s IP Address or the location of your computer or network on the Internet, for systems administration and troubleshooting purposes you are connected to the Internet, you have an IP address. 


Legal Purpose 

Customer Services processes personal information on behalf of Tamworth Borough council as part of the Council’s role as a data controller.  We may also process information received from or shared with external partner organisations where this is necessary to deliver services to you. 

We will only use your personal information when the law allows us to, this may be because we have a legal obligation, because it is necessary to fulfil a contract with you, because it is required to carry out a public task, or because you have given your consent.  Details of specific lawful basis for each service are explained in the Fair Processing Notice for that service.

We will only use your information for customer research, marketing, and profiling if you have given your consent. When we request your consent for these purposes, we will clearly explain how you can both provide and withdraw it. You have the right to withdraw your consent at any time by contacting Tamworth Borough Council at enquiries@tamworth.gov.uk.
For all other essential communications including service updates statutory notifications, information about your home or area, and contact in urgent or emergency situations, we rely on our public task or legal obligation.  This means we may contact you even if you have not given consent, where it is necessary to deliver our services, meet our legal duties or protect your wellbeing.

Call recording
[bookmark: _Hlk213848930][bookmark: _Hlk213848796]Calls to and from customer services may be recorded for training, monitoring and quality assurance purposes. When you contact Tamworth Borough Council, you will hear a message informing you that the call may be recorded.  We are not asking permission to record your call.  If you prefer not to have your conversation recorded, you can contact us through alternative channels such as email, webchat or our online forms.

· Call recordings are stored securely for 30 days, after which they are automatically deleted.  Call transcripts may be kept for up 365 days before being securely deleted by our systems.

Any transactional or payment card information will not be recorded.



Virtual Agents (Web Chat and AI)
When you use our virtual agent, we may capture and store the conversation transcript so we can help resolve your query, monitor service quality and improve how out virtual agents work.  This includes information you type along with technical details such as a date and time of the interaction.  

These transcripts are stored securely for up to 365 days after which they are automatically deleted.   We are not asking permission to store virtual agent transcripts.  If you prefer not to use the virtual agent, you can contact us through alternative channels such as phone, email, or our online forms. We will not ask to take card payments through web chat virtual agents or AI services.  If you need to make a payment this will be transferred to a secure online payment.

Email
When you email Tamworth Borough Council, we will use the information you provide to respond to your enquiry and where necessary, forward it to the appropriate service area for action.  Emails may be used to create a formal request for service, i.e. log a complaint, update your records, or support the delivery of council services.

Emails are stored securely and retained in line with the departments record retention schedule. This means the length of time we keep your information may vary depending on the nature of your enquiry, for example complaints, council tax, service requests and housing related matters each have different statuary or operational retention periods.   

We advise that you do not include payment details.  If payment is required, we will direct you to a secure, verified payment process or ask you to access our online Citizen Hub.

MyTamworth Citizen Hub
Citizen Hub is a secure, password-protected service that allows you to manage enquiries and requests online.  When you use the MyTamworth Citizen Hub we collect the information you provide so we can respond to your enquiry and deliver the service you request.  Depending on the nature of your request your information may be shared with the relevant council service area so that appropriate action can be taken.  If you make a payment this is processed through a separate secure payment module. 

Information submitted this way maybe used to create a formal service request, complaint, case record or update your council account.  All data stored is secure and retained in line with our records retention schedule and may vary depending on the nature of your enquiry.



Third Parties we might share information with 
We will share your personal information with internal departments and external organisations and other service providers who are providing a service to you or as part of responding to a complaint, compliment, or enquiry. We will only provide the information that is necessary. 

We will share your information with third parties: 

· to comply with a legal obligation 
· where permitted under the Data Protection Act 2018, UK GDPR
· where the disclosure is necessary for the purposes of the prevention and/or detection of crime 
· where it is necessary to allow a third party working for or on behalf of the Council 

Third-Parties Service Providers – Which third parties process my personal information? 
Third-Party Service Providers are companies who process your information on Tamworth Borough Council’s behalf. 

The following third parties process personal information about you for the following purposes: 

Income Management System – May have to access your personal information on occasions where there is missing financial payments. 
Efins – The Council’s IT provider Efins may have to access to your personal information on occasions where there is a fault.
Netcall – The Council’s IT provider Netcall may have access to your personal information on occasions where there is fault.
AIMS – The Council’s IT provider AIMS may have to access your personal information on occasions where there is a fault.
Spektrix – The Council's IT provider Spektrix may have access to your personal information on occasions where there is a fault.
MRI -  The Council’s IT provider MRI may have to access to your personal information on occasions where there is a fault.
Academy - The Council’s IT provider Academy may have to access to your personal information on occasions where there is a fault.
Civica - The Council’s IT provider Civica may have to access to your personal information on occasions where there is a fault.
GovNotify - The Council’s SMS provider Gov Notify may have to access to your personal information on occasions where there is a fault.
M3 PP - The Council’s IT provider M3 Public Protection may have to access to your personal information on occasions where there is a fault.




How secure is my information with third-party service providers? 
All our third-party service providers are required to take appropriate security measures to protect your personal information in line with the UK GDPR regulations. Our third-party service providers are not permitted to use your personal data for their own purposes. We only permit them to process your personal data for specified purposes and in accordance with our instruction.
 
Your personal data is processed (including storage) within the European Economic Area only. 


More information 
Tamworth Borough Council ‘s Privacy Notice can be found at: http://www.tamworth.gov.uk/privacy-notice  or a hard copy provided upon request.

If you have a concern about the way that we are collecting or using your personal data, we ask that you contact us in the first instance. Alternatively, you can contact the Information Commissioner's Office at: https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/

This Privacy Notice may change from time to time and will be subject to annual review. The last known update/review date can be located at the top of the page. 
By regularly reviewing this page you will ensure that you are always aware of what information we collect, how we use it and under what circumstances, if any, we share it with others.
